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DETAILED ACTION 



1 . Claims 1-1 1 are pending. 



Claim Rejections - 35 USC §112 



2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claim 9 recites the limitation "the calculation." There is insufficient antecedent 
basis for this limitation in the claim. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-3, 5-1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Tatebayashi et a! US Patent No 6,049,611 in view of Bruce Schneier "Applied 
Cryptography." Tatebayashi discloses a one-way data conversion apparatus and device 



for authentication. 
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6. With regards to claims 1 and 3, Tatebayashi teaches the network or network 
component transferring a random number to a smart card (Tatebayashi, column 6 lines 
48-53), a response signal being generated from the smart card by means of an 
algorithm and a secret key (Tatebayashi, column 10 lines 15-22, column 9 lines 45-63), 
and transmitting the response signal to the network or network component 
(Tatebayashi, Figure 3, column 8 lines 48-54). Tatebayashi further teaches that to form 
the response signal the random number is split into two parts (Tatebayashi, column 7 
lines 1-7 and 45-49) and one of the parts is encrypted using the secret key 
(Tatebayashi, column 9 lines 54-63). Tatebayashi fails to teach the splitting of the 
secret key into two parts for use in generating the response signal. Schneier teaches a 
method of splitting a key into two halves that are to be used in encrypting data 
(Schneier, Page 272-273, "Key Transformation"). At the time the invention was made, it 
would have been obvious to a person of ordinary skill in the art to use Schneier's 
method of splitting encryption keys because it offers the advantage of increasing 
security by using a different key with each encryption step (Schneier, Page 272-273, 
"Key Transformation"). 

7. With regards to claim 2, Tatebayashi as modified discloses that at given number 
of bits is selected from the encryption result and transferred as a signal response to the 
network (Tatebayashi, column 8 lines 48-54). 

8. With regards to claim 5, Tatebayashi as modified discloses the key and random 
number being split into two equally long parts (Schneier, Page 272-273, "Key 
Transformation", Tatebayashi, column 7 lines 45-49). 
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9. With regards to claims 6 and 9, Tatebayashi as modified discloses that DES 
algorithms are used to calculate the authentication parameters (Tatebayashi, column 10 
lines 46-50). 

10. With regards to claim 7, Tatebayashi as modified teaches the use of the IDEA 
algorithm for calculating the authentication parameters (Schneier, Pages 321-323, 
Section 13.9). At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to use Schneier's suggested method of encrypting 
using IDEA because it offers the advantage of operating at higher speeds that DES 
(Schneier, Pages 321-323, Section 13.9). 

1 1 . With regards to claim 8, Tatebayashi as modified teaches a compression 
algorithm where the output value has a smaller length than the input parameter beign 
used to calculate the authentication parameter (Schneier, Page 272-275, "Key 
Transformation" and "The S-Box Substitution"). At the time the invention was made, it 
would have been obvious to a person of ordinary skill in the art to utilize a compression 
method because it offers the advantage of providing a nonlinear transformation that is 
difficult to cryptanalyze. 

12. With regards to claim 10, Tatebayashi as modified discloses that a triple DES 
algorithm is used as an encryption algorithm (Schneier, Page 294-295, Section 12.6) 
whereby one first encrypts with a first part of the key, decrypts with a second part of the 
key, and encrypts again with the first part of the key or third part of the key (Schneier, 
Page 295, Figure 12.10). At the time the invention was made, it would have been 
obvious to a person of ordinary skill in the art to utilize Schneier's method of triple DES 
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because it offers the advantage of creating ciphertext that is much harder to break 
through a bmte force attack (Schneier. Page 294-295, Section 12.6). 

13. With regards to claim 1 1 , Tatebayashi as modified discloses that the selection of 
the first and second part of the random number is effected in the same way in the card 
and the network in random or pseudorandom alternation (Tatebayashi, column 7 lines 
45-49). 

14. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Tatebayashi et al US Patent No 6,049,61 1 and Bruce Schneier "Applied Cryptography." 
as applied to claim 1 above, and further in view of Brown et al US Patent No 5,537,474. 
Tatebayashi as modified fails to teach a part of the random number and one or more 
parts of the key being used to calculate a channel coding key. Brown teaches the 
random number and one or more parts of the key being used to calculate a channel 
coding key (Brown, column 5 lines 39-55). At the time the invention was made, it would 
have been obvious to a person of ordinary skill in the art to utilize Brown's method of 
forming a channel coding key because it offers the advantage of allowing privacy of a 
voice conversation (Brown, column 4 lines 60-66). 

Conclusion 

15. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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16. Lipner et al US Patent No 5,557,346 teaches a system and method for key 
escrow encryption. 

1 7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L Nalven whose telephone number is 703 305 
8407. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 703 308 4789. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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